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Abstract: We propose a replacement reversible
watermarking theme. One 1st contributions may be a
bar chart shifting modulation that adaptively takes care
of the native specificities of the image content. By
Applying it to the image prediction-errors and by
considering their immediate neighborhood, the theme
we tend to propose inserts information in rough-
textured areas. This classification is predicated on a
reference image derived from the image itself, a
prediction of it that has the property of being invariant
to the watermark insertion. Our technique will insert a
lot of information with lower distortion than any
existing schemes.

Keywords: Image Encryption, Image Recovery,
Reversible Data Hiding.
I. INTRODUCTION

For concerning 10 years, many reversible

watermarking schemes are projected for shielding
pictures of sensitive content, like medical or military
pictures, that any modification could impact their
interpretation [7]. These ways permit the user to revive
precisely the original image from its watermarked
version by removing the watermark [5]. Therefore it
becomes attainable to update the watermark content, as
for instance security attributes (e.g., one digital
signature or some legitimacy codes), at any time while
not adding new image distortions [1]. However, if the
changeableness property relaxes constraints of physical
property, it should additionally introduce separation in
information protection. In fact, the image isn't
protected once the watermark is removed. So, even if
watermark removal is feasible, its physical property
needs to be secured as most applications have a high
interest keep the watermark within the image as long as
attainable, taking advantage of the continual protection
watermarking offers within the storage, transmission
and additionally process of the data. This can be the

rationale why, there's still a necessity for reversible
techniques that introduce the bottom distortion
attainable with high embedding capability [4].

1. EXISTING SYSTEM

Several reversible watermarking schemes are planned
for shielding pictures of sensitive content, like medical
or military pictures, that any modification could impact
their interpretation. These ways permit the user to
revive precisely the original image from its
watermarked version by removing the watermark.
Therefore it becomes doable to update the watermark
content, as an example security attributes (e.g., one
digital signature or some genuineness codes), at any
time while not adding new image distortions [9].
However, if the changeableness property relaxes
constraints of invisibleness, it should conjointly
introduce separation in information protection. In fact,
the image isn't protected once the watermark is
removed. So, even supposing watermark removal is
feasible, its physical property needs to be secure as
most applications have a high interest in keeping
watermark within the image as long as doable, taking
advantage of the continual protection that
watermarking offers within the storage.

Limitations:
e Not efficient.
e Image is not protected in correct way.
e Allows discontinuity in data protection.

I11. PROPOSED SYSTEM

This scheme relies on two main steps. The first one
corresponds to an invariant classification process for
the purpose of identifying different sets of image
regions as shown in Fig.1. These regions are then
independently watermarked in the most appropriate HS
modulation. From here on, we decided distinguishing
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two regions where HS is directly applied dynamically
to pixel prediction-errors respectively. We will refer
the former modulation as PHS (Pixel Histogram
Shifting) and the later as DPEHS (Dynamic Prediction-
Error Histogram Shifting). Our choice is based on
medical image data set, for which PHS is more
efficient and simple than the DPEHS in the image
black background, while DPEHS is better within
regions where the signal is non-null and textured. In
the next section we introduce the basic concept of the
unchanged property of our classification process
detailing how it interacts with PHS and DPEHS. This
paper also introduces the limitations we imposed on
DPEHS to minimize image distortion and then present
the overall procedure [8].

Advantages:
e It provides robustness
e The image is well protected.
e  Better pixel prediction.

ii. Dynamic Histogram Shifting
2. Encryption
Decryption
4. Data Retrieval

w

A. Image Identification

The image can be identified by invariant classification
method for the purpose of identifying different image
regions [3]. These regions are then independently
watermarked taking advantage of the most appropriate
HS modulation.

B. User Management

User can create account by registering into the server.
A user can log in to obtain access and can then log out,
when the access is no longer needed.

C. Shifting Process

Pixel Histogram shifting directly applied to the pixels
or applied dynamically to pixel prediction-errors
respectively. Dynamic Histogram Shifting: Embedded
and extractor stay synchronal for message extraction
and image reconstruction then victimization this
method, we will give high security to knowledge
victimization shifting bar graph technique.

D. Encryption

Embedding:
Cover Image Histogram Em bedding Image with
Shifting Hidden
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Fig.1: System Architecture.
IV. MODULES
1. Image ldentification
a. User Management
b. Shifting Process
i. Pixel Histogram Shifting

Extracted
Original Image

]The input image is encrypted using an encryption key
before the compression of image. By which can an
image is restricted to view from the un authorized user
access.

Embed Data: In the image the data is embedded after
compressing the image by using appropriate technique.
The message is embed in to the image using a data
hiding key.

E. Decryption

Decrypt Image: The image is decrypted using the
encryption key used for encryption of the image. By
using this encryption key a user can only access to the
image Content.

De-embed Data: The data is extracted using the data
hiding key which is used for the hiding the data into
the image. By using the data hiding a user can only
access to the data within the encrypted image.

Decrypt image and de-embed data: A user who has the
both encryption key and data hiding key can access to
the image and to the data hidden within the image both.
F. Data Retrieval

The data can be retrieved by medical image data sets.
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At the extraction stage, the extractor just has to
interpret the message from the samples of carriers.

Algorithm Details:
e LSB (Least Significant Bit)
o DES (Data Encryption Standard)

LSB: (Least Significant Bit): Least important bit
(LSB) insertion may be a common, straightforward
approach to embedding data during a cowl image. The
smallest amount important bit (in alternative words, the
eighth bit) of some or all of the bytes within a picture
is modified to slightly of the key message [2]. Once
employing a 24-bit image, slightly of every of the red,
inexperienced and blue color elements are often used,
since they're every depicted by a computer memory
unit. In alternative words, one will store three bits in
every constituent. Associate in Nursing 800 x 600
constituent images, will so store a complete quantity of
one, 440,000 bits or one hundred eighty, 000 bytes of
embedded information. For example a grid for 3 pixels
of a 24-bit image can be as follows:

« (00101101 00011100 11011100)
(10100110 11000100 00001100)
e (11010010 10101101 01100011)

When the number 200, which binary representation is
11001000, is embedded into the least significant bits of
this part of the image, the resulting grid is as follows:

e (00101101 00011101 11011100)
e (10100110 11000101 00001100)
e (11010010 10101100 01100011)

DES: (Data Encryption Standard): The Data
encoding normal (DES) was developed within the
Nineteen Seventies by the National Bureau of
Standards with the assistance of the National Security
Agency. Its purpose is to produce a customary
methodology for shielding sensitive industrial and
unclassified information. IBM created the primary
draft of the rule, business it LUCIFER. DES formally
became a federal normal in Nov of 1976.

64-hit plaintext

' : DES Algorithm |

Initial parmutation

i

| Round 1

N

Fig.2: DES Algorithm

Fundamentally DES performs solely 2 operations on its
input, bit shifting, and bit substitution. The key
controls precisely however this method works. By
doing these operations repeatedly and during a non-
linear manner you finish up with a result which might
not be wont to retrieve the first while not the key.
Those acquainted with chaos theory ought to see a
good deal of similarity to what DES will. By applying
comparatively straightforward operations repeatedly a
system can do a state of close to total randomness.
DES works on sixty four bits of information at a time.
Every sixty four bits of information is iterated on from
one to sixteen times (16 is that the DES standard). For
every iteration a forty eight bit set of the fifty six bit
secrets fed into the encoding block pictured by the
broken parallelogram on top of. Decoding is that the
inverse of the encoding method. The "F" module
shown within the diagram is that the heart of DES. It
truly consists of many totally different transforms and
non-linear substitutions [6].

V. CONCULSION

In this paper, we have proposed a new reversible
watermarking scheme which originality stands in
identifying parts of the image that are watermarked
using HS modulations: Pixel Histogram Shifting and
Dynamic Prediction Error Histogram  Shifting
(DPEHS). The final modulation is another original
contribution of this work. By better taking into account
the signal content specificities, our scheme offers a
very good compromise in terms of capacity and image
quality preservation for both natural and medical
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images. This scheme can still be improved. Indeed, like
most recent schemes, our DPEHS can be integrated
with the expansion embedding (EE) modulation, as
well as with a better pixel prediction. However, this is
unreliable as any modifications will impact the
watermark. Even though some solutions have already
been proposed, queries about watermark robustness are
widely open and this is one of the upcoming
challenges.
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